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Today’s objectives 

Introduce Oblivious RAM (ORAM)


Define ORAM Security


Construct non-trivial ORAM


Discuss how ORAM can be plugged into MPC
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Setting General-Purpose Tools

Primitives
Oblivious Transfer
Pseudorandom functions/encryption
Commitments

GMW Protocol
Multi-party
Multi-round

Semi-honest Security

Malicious Security

Zero Knowledge

GMW 
Compiler

Garbled Circuit
Constant Round
Two Party



4

Setting General-Purpose Tools

Primitives
Oblivious Transfer
Pseudorandom functions/encryption
Commitments

GMW Protocol
Multi-party
Multi-round

Semi-honest Security

Malicious Security

Zero Knowledge

GMW 
Compiler

Garbled Circuit
Constant Round
Two Party

ORAM



x y

ff(x, y) f(x, y)

5



x y

C(x, y) C(x, y)⨁
∧

6



x y

P(x, y) P(x, y)
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  // functionality.c

  int main (int argc,   
    char** argv) {

  …
  }

A dream objective: Express protocol intent as a regular program
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Compile
  // functionality.c

  int main (int argc,   
    char** argv) {

  …
  }
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  // functionality.c

  int main (int argc,   
    char** argv) {

  …
  }

⨁
∧

  // functionality.asm
  
  ADD r13 #3
  MOV r15 r20
  STORE
  GOTO
  … 
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random access machine 
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  // functionality.c

  int main (int argc,   
    char** argv) {

  …
  }

⨁
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  // functionality.asm
  
  ADD r13 #3
  MOV r15 r20
  STORE
  GOTO
  … 

CPU

random access machine 

: size of the main memory

: size of each memory element; word size 

n
w
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  // functionality.c

  int main (int argc,   
    char** argv) {

  …
  }

⨁
∧

  // functionality.asm
  
  ADD r13 #3
  MOV r15 r20
  STORE
  GOTO
  … 

CPU

random access machine 

This works, but is 
prohibitively expensive 
because of the cost of 

memory access:


 gates per accessO(w ⋅ n)

: size of the main memory

: size of each memory element; word size 

n
w
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CPU

random access machine 

Main Memory 
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CPU

random access machine 

Main Memory 

Oblivious RAM Protocol

Today
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Oblivious RAM (ORAM)

A protocol allowing a client to 
securely outsource its database 

to an untrusted server
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A protocol allowing a client to 
securely outsource its database 

to an untrusted server

Oblivious RAM (ORAM)

ORAM is its own research 
area with a large (and 
growing) body of work
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Server S Client C
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Server S Client C

Powerful (i.e. has lots of memory)


Untrusted (semi-honest)


Has no input

Weak (has only enough space 
for a few memory elements)


Wishes to repeatedly access its 
outsourced database
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Basic idea: For each logical access, 
the client asks for multiple physical 

elements from the server
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ORAM Security: 
For a sequence of requests  
from the client, the view of the 

server can be simulated

ℛ
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S C

Enc(k, 0) Step 1: 
Encrypt RAM content

Enc(k, 1)

Enc(k, 2)

Enc(k, 3)

Enc(k, 4)

Enc(k, 5)

Enc(k, 6)

Enc(k, 7)

k
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S C

Enc(k, 0) Step 1: 
Encrypt RAM content

Enc(k, 1)

Enc(k, 2)

Enc(k, 3)

Enc(k, 4)

Enc(k, 5)

Enc(k, 6)

Enc(k, 7)

k

We will omit this from now on. 
Assume all elements are encrypted.

26



S C

0

1

2

3

4

5

6

7

4

27



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

28



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

0

29



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

0

30



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

0

31



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

1

32



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

1

2

33



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

1

2

3

34



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

4

35



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

4

36

4



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

4

5

37

4



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

4

5

6

38

4



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

4

5

6

39

4

7



S C

0

1

2

3

4

5

6

7

4

Trivial ORAM

40

4



S C

0

1

2

3

4

5

6

7

2

Trivial ORAM

41



S C

0

1

2

3

4

5

6

7

2

Trivial ORAM

42

On each access, one-by-
one stream database 

elements to C
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Client needs only  spaceO(1)

On each access, one-by-
one stream database 

elements to C
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Client needs only  spaceO(1)

Server is easy to simulate

On each access, one-by-
one stream database 

elements to C
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Client needs only  spaceO(1)

Server is easy to simulate

Linear overhead

On each access, one-by-
one stream database 

elements to C
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For each logical access, 
server needs to send only 
(amortized)  elementso(n)
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For each logical access, 
server needs to send only 
(amortized)  elementso(n)

Intuition: Client continually shuffles 
physical memory elements around 
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For each logical access, 
server needs to send only 
(amortized)  elementso(n)

Intuition: Client continually shuffles 
physical memory elements around 

Problem: Client cannot store enough 
memory elements to shuffle them







Pseudorandom Function (PRF)

A function family  is considered pseudorandom if 
the following indistinguishability holds

F

“  looks random”F
51

Real: 
  

 lookup( ): 
   return 

k $← {0,1}λ

m
F(k, m)

Ideal: 
  

 lookup( ): 
   if : 
      
   return 

T ← EmptyMap

m
m ∉ T

T[m] $← {0,1}out

T[m]

c=
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How to shuffle

 samples a 
PRF key 

C
kS
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How to shuffle

 samples a 
PRF key 

C
kS

0 1

F (Ks, ) ?
< F (Ks, )0 1
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How to shuffle

 samples a 
PRF key 

C
kS

0 1

0 1

1 0 }F (Ks, ) ?
< F (Ks, )0 1



S
C

0

1

2

3

4

5

6

7
57

How to shuffle

 samples a 
PRF key 

C
kS

3

6

5

7

1

2

0

4



Square Root ORAM (Ostrovsky ’92)

Main idea: Shuffle all of RAM, but only roughly every  accessesn
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Square Root ORAM (Ostrovsky ’92)
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012 345 678 d0d1 d2

Oblivious Sort

Elements are sorted according to F(kS, r)



0 1 2 3 4 5 6 7 8 d0 d1 d2

012 345 678 d0d1 d2

Oblivious Sort

C then tags each element  with x F(kS, x)

F(Ks,2)

Elements are sorted according to F(kS, ⋅ )

F(Ks, d1) F(Ks,5) F(Ks,8) F(Ks, d2) F(Ks,4) F(Ks,7) F(Ks,3) F(Ks, d0) F(Ks, d1) F(Ks, d0) F(Ks, d6)
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} Main Storage

Stash
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The stash continues to grow with each 
access, and we linearly scan the stash.


When stash has square root size, we 
reset! (Reshuffle everything)
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Square Root ORAM (Ostrovsky ’92)

Main idea: Shuffle all of RAM, but only roughly every  accessesn

Client shuffles via a sorting network (and by choosing ordering with a PRF key)

On each access, linearly scan the stash
If the element is not in the stash, client directly asks for 
element from main storage
Otherwise, client asks for a dummy from main storage (client 
keeps a dummy counter to always ask for fresh dummies)

Every  accesses, reshuffle to keep the stash size in checkO( n)



Square Root ORAM (Ostrovsky ’92)

Security: on each access, server linearly scans stash, sees a request for a 
uniformly random element (without replacement) from main storage 

Efficiency: Roughly  physical accesses per logical accessn
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